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Abstract K-anonymity (Samarati and Sweeny 1998;
Samarati, IEEE Trans Knowl Data Eng, 13(6):1010–1027,
2001; Sweeny, Int J Uncertain, Fuzziness Knowl-Based
Syst, 10(5):557–570, 2002) and its variants, l-diversity
(Machanavajjhala et al., ACM TKDD, 2007) and t-
closeness (Li et al. 2007) among others are anonymization
techniques for relational data and transaction data, which
are used to protect privacy against re-identification attacks.
A relational dataset D is k-anonymous if every record in D
has at least k-1 other records with identical quasi-identifier
attribute values. The combination of released data with
external data will never allow the recipient to associate each
released record with less than k individuals (Samarati, IEEE
Trans Knowl Data Eng, 13(6):1010–1027, 2001). However,
the current concept of k-anonymity on transaction data treats
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all items as quasi-identifiers. The anonymized data set has
k identical transactions in groups and suffers from lower
data utility (He and Naughton 2009; He et al. 2011; Liu and
Wang 2010; Terrovitis et al., VLDB J, 20(1):83–106, 2011;
Terrovitis et al. 2008). To improve the utility of anonymized
transaction data, this work proposes a novel anonymity con-
cept on transaction data that contain both quasi-identifier
items (QID) and sensitive items (SI). A transaction that con-
tains sensitive items must have at least k-1 other identical
transactions (Ghinita et al. IEEE TKDE, 33(2):161–174,
2011; Xu et al. 2008). For a transaction that does not
contain a sensitive item, no anonymization is required. A
transaction dataset that satisfies this property is said to be
sensitive k-anonymous. Three algorithms, Sensitive Trans-
action Neighbors (STN) Gray Sort Clustering (GSC) and
Nearest Neighbors for K-anonymization (K-NN), are devel-
oped. These algorithms use adding/deleting QID items and
only adding SI to achieve sensitive k-anonymity on transac-
tion data. Additionally, a simple “privacy value” is proposed
to evaluate the degree of privacy for different types of
k-anonymity on transaction data. Extensive numerical simu-
lations were carried out to demonstrate the characteristics of
the proposed algorithms and also compared to other types of
k-anonymity approaches. The results show that each tech-
nique possesses its own advantage under different criteria
such as running time, operation, and information loss. The
results obtained here can be used as a guideline of the selec-
tion of anonymization technique on different data sets and
for different applications.

Keywords Anonymization · Sensitive k-anonymity ·
Privacy preservation · Transaction data
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1 Introduction

Privacy preserving data publishing has attracted a lot of
interest in recent years due to the concerns of breaches of
privacy when data are published. Given a large table to
be released to the public for research or to satisfy govern-
ment regulations, issues of privacy that are typically asso-
ciated with personal identities, medical diseases/surgeries,
political/religious/sexual preferences, or transactional items
purchased. The goal of privacy-preserving data publish-
ing is to transform such a table in a manner that prevents
private information from being associated with a specific
person or transaction with high certainty, while retaining
to the greatest extent possible the usefulness of published
data.

Most current practices for protecting user privacy in
published data rely on removing all personal characteris-
tics concerning individuals such as actual names, social
security numbers, or IP addresses. However, the publi-
cation of such data is still subject to privacy attacks
while the attackers possess partial knowledge about tar-
geted individuals. The following well-known examples
demonstrate the insufficiency of such naı̈ve anonymization
approach.

With respect to published relational data, given public
voter registration data and private microdata such as the
de-identified (name and social security number removed)
patient data of Massachusetts’s state employees, a simple
“linking” attack by joining the two datasets can re-identify
the identity and medical history of the state’s governor.
According to one study, approximately 87 % of the pop-
ulation of the United States can be uniquely identified
on the basis of their 5-digit zip code, sex, and date of
birth [22–24].

With respect to published transaction data, America
Online (AOL) released a large portion of its search engine
query logs for research purposes in August 2006. The
dataset contained 20 million queries posed by 650,000
AOL users over a three month period. Before releasing
the data, AOL replaced each user’s name by a random
identifier. However, by examining unique query terms, the
New York Times [2] demonstrated that the searcher No.
4417749 was traced back to Thelma Arnold, a 62-year-
old widow who lived in Lilburn, Georgia. Despite the fact
that a query does not contain address or name, a searcher
may still be re-identified from combination of query
terms that are sufficiently specifically associated with the
searcher.

Motivated by these examples and others, many pri-
vacy models and anonymization approaches have been
studied [3, 8]. Depending on the format of data and an

adversary’s knowledge about the target of an attack, non-
trivial but practical techniques have been proposed. How-
ever, most of these methods concentrated on dealing with
relational data with additional assumption of Domain Gen-
eralization Hierarchies (DGH) of the data attributes [22–24]
or without assuming the DGH [1, 17] Few works have
dealt with transaction data. In fact, the k-anonymity meth-
ods on the relational database are not suitable for the
transaction data [19, 26, 27]. The characteristics of the trans-
action data, such as a lack of the quasi-identifiers attributes,
high dimensionality and sparseness data, item-based data
utility, etc., the traditional relational database k-anonymity
methods can not be directly applied to the transaction
data.

Motwani [19] first proposed k-anonymity on transaction
data that treats all items as quasi-identifiers (QID). For each
transaction in the anonymized data set, there exists at least
k-1 other identical transactions in the data set. They applied
the approximation algorithm and suppression strategy to
achieve the k-anonymity on transaction data. Unlike the k-
anonymity of relational data, the k-anonymity of transaction
data faces the challenges of high dimensionality and sparse
data, and suffers higher information loss and provides lower
data utility.

To model a different real world application, Ghinita et
al. [4, 5] proposed the preservation of the privacy of cor-
relations among purchased products, meaning the inference
from non-sensitive transaction items to sensitive transaction
items. The method reduced the dimensionality by consid-
ering only sensitive transactions and anonymized them.
Therefore, the privacy threat is defined as the association
of an individual transaction with a sensitive item. They pro-
posed that a privacy-preserving transaction data set D has
privacy degree p if the probability of associating any trans-
action Ti ∈ D with a particular sensitive item e ∈SI does
not exceed 1/p. However, the anonymized data set is pub-
lished in groups, where each group contains two parts. The
first part of a group contains relevant quasi-identifier items.
The second part of a group contains sensitive items corre-
sponding to the QID in the first part. As the QID group is
not anonymized, it increases data utility but reduces privacy
protection. Nevertheless, this leads to lower privacy protec-
tion level, especially when the attackers possess additional
background information.

This work, similar to Ghinita’s model, addresses the
problem of preserving the privacy of transaction data with
quasi-identifier items and sensitive items. This work pro-
poses a new privacy model called sensitive k-anonymity. For
a transaction that contains sensitive items, there must exist
at least k-1 other identical transactions. For a transaction
that does not contain a sensitive item, no anonymization is
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required. A transaction dataset that satisfies this property
is called a sensitive k-anonymity dataset. Two mechanisms
preserve privacy in the proposed model. The first mecha-
nism is decoupling the true relationship between QID and
SI. A group of k anonymized identical transactions may
contain true sensitive transactions, which are transactions
with modified QID or transactions with modified SIs. The
true relationship between QID and SI is somehow protected.
The second mechanism is that with k anonymized identical
transactions; true identity of a transaction is obfuscated. The
applications of proposed privacy model can hide the rela-
tionship between items and personal identities in purchase
transaction logs [4, 5] and the identities of users in on-line
search query logs [19].

This work proposes three algorithms, Sensitive Trans-
action Neighbors (STN), Gray Sort Clustering (GSC)
and Nearest Neighbors for K-anonymization (K-NN), by
adding/deleting QID items and only adding sensitive items
to achieve sensitive k-anonymity on transaction data. We
carried out extensive numerical simulations to demonstrate
the characteristics of the proposed algorithms. The major
contributions are summarized as follows.

1. A novel concept, called sensitive k-anonymity, is pro-
posed to achieve higher privacy level than the previous
works proposed by Ghinita [4, 5] on the transaction data
with only sensitive items.

2. This work proposes three algorithms STN, GSC, and K-
NN, to establish the concept of sensitive k-anonymity.
The algorithms use the strategy of addition/deletion
operations on QID and only addition operations on
SI to achieve the desired privacy level of sensitive
k-anonymity.

3. Numerical experiments are carried out to examine the
characteristics of the proposed algorithms. Four met-
rics, running time, numbers of addition/subtraction
operations, information loss and privacy values, are
used to evaluate the performance of proposed algo-
rithms.

4. A new “privacy value” is defined to compare the
degree of privacy of the proposed algorithms with
those of the GraySort algorithm [5] and the approxi-
mation algorithm for k-anonymity on transaction data
[29]. The results show that our proposed sensitive
k-anonymity achieves higher privacy value than the
GraySort approach.

The rest of the paper is organized as follows. Section 2
presents some related work. Section 3 describes the problem
description. Section 4 describes the proposed algorithms.
Section 5 reports on the numerical experiments. Section 6
concludes the paper.

2 Related works

Recent works have been devoted to privacy preserving data
publishing, and many have focused on relational data and
set-valued (transaction) data, especially. One of the main
tasks is to prevent re-identification attacks, which tack-
les the problem that Quasi-Identifier (QID) attributes such
as age, sex, zip code, are used to infer the identities of
targeted victims. To address such threat, the most widely
studied anonymity paradigm is k-anonymity [2–4, 7, 13,
15, 17, 19–23, 34] and its variants, l-diversity [11] and t-
closeness [12]. The k-anonymity model requires that each
record in a dataset to be indistinguishable from at least k-
1 other records, with respect to the set of QID attributes.
To form such an equivalence class or anonymized group,
many techniques have been proposed: generalization,
suppression, clustering, permutation, and perturbation,
etc.

Based on the assumption that domain generalization hier-
archies existed for each QID attribute in relational data;
k-anonymity can be achieved through generalization, which
maps detailed attribute values to values in the DGH. Many
bottom-up [26, 27] and top-down [6] traversals on the
DGH for finding the minimal generalized values have been
studied and reported

The suppression-based approach tries to remove certain
attribute values (cell suppression) [16] or entire records
(tuples suppression) [17] from the data. This approach
could be combined with generalization technique [14, 17]
or used independently in approximation algorithms [18, 21,
22]. This process of data anonymization is called recod-
ing. Global recoding refers to a particular detailed value
that is always mapped to the same generalized value,
whereas, local recoding is mapped to different generalized
values in different anonymized groups. Many anonymiza-
tion techniques that are based on suppression have been
proposed.

For relational data without DGH, clustering-based local
recoding methods [23] assume that metrics of measuring
the distance between attribute values exist and can be used
to form clusters of records. Each cluster is an anonymized
group of records and only center and size of the cluster are
published to achieve anonymity. Several clustering-based
anonymization techniques have been reported. In [33], it
used bitmap to generalize QID attributes without DGH.

Instead of generalizing QID values, a permutation-based
approach decouples the sensitive attributes (SA) from their
associated QID. In the work of Sweeny [24], the Anatomy
algorithm published QID directly but permuted the SA val-
ues among the records. In the work of Terrovitis et al.
[26], correlated QIDs are permuted to a group and the
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corresponding sensitive items are made to be homogeneous
in the transaction data. The problem with this approach
is that the QID data and the SA data must be published
separately.

In the work of Terrovitis et al. [27], random pertur-
bation by adding noise to the data was proposed to pre-
vent the re-identification of records. However, since the
added noises are correlated with the original data [28] and
therefore outliers can easily be exposed when the attacker
has access to the external knowledge [29]. In work of
Islam et al. [10], DETECTIVE clustering and perturbation
are combined to add noises to all attributes while main-
taining the high data utility. In work of Ni et al. [20],
distance-preserving and distribution-preserving perturba-
tions are combined to maintain the characteristic of nearest
neighborhood.

For set-valued data with a given DGH on items, a local
recoding, top-down generalization approach for achiev-
ing k-anonymity has been proposed [31]. For set-valued
data without DGH, Motwani et al. [19] proposed a two-
phase approach. This approach firstly transformed the set
data into binary relational data and applied the suppres-
sion anonymization techniques that were used for relational
data. The concept of flipping is then applied to suppressed
data in order to obtain an anonymized result. The k-
anonymization of relational data using either generalization
[16] or suppression approaches [17, 21] has been demon-
strated to be NP-hard. Approximation algorithms with ratios
of O(k*log k) [19], O(k) [16], and O(log k) [22] that min-
imize the number of entries suppressed on relational data
have been proposed. However, due to the loose approx-
imation ratio, the algorithms show poor performance for
large k. In the work of Wang et al. [29], an approxi-
mation algorithm based on suppression was proposed to
improve the performance of k-anonymity on transaction
data.

For set-valued data with sensitive items, Ghinita et al.
[4, 5] and Wang et al. [30] proposed the division of each
transaction into two parts. One part contains only QID items
and the other part contains only SI. In the works of Ghni-
ita et al. [4, 5], their algorithms consist of two phases.
The first phase permutes transactions so that similar trans-
actions are close to each other. The second phase tries to
form k transaction clusters, each of which includes are one
sensitive transaction and k-1 non-sensitive transactions. A
band matrix permutation technique and a Gray encoding
technique to group only QID-part transactions were pro-
posed. A heuristic CAHD method was proposed for the
second phase. In work of Wang et al. [30], their proposed
algorithms, which were based on the suppression method,

consider not only the SI portion but also QID portion to be
anonymized.

Problems of the suppression-based anonymization on
set-valued data [19, 29] are NP-hard. For set-valued data
with sensitive items [4, 5], the permutation-based approach
reduces not only time complexity but also privacy. This
work tries to deal with set-valued data that include both
sensitive items and quasi-identifier items, and proposes
techniques for achieving k-anonymity with more privacy
than the permutation-based approach.

3 Problem description

The goal of the k-anonymization of relational data is to
make every record of a quasi-identifier attribute set in a
published table identical to at least k-1 other records. As a
consequence, no privacy-related information can be inferred
with high certainty. A quasi-identifier attribute set is a set
of attributes that can potentially reveal private informa-
tion such as sensitive attribute values or personal identities,
possibly by joining other tables. Let T be a relational
table with attributes A1, A2, . . . , An. The definition of k-
anonymity for a relational table can be defined as follows
[23]:

Definition 1 (K-Anonymity for relational data) Let
T (A1, A2, . . . , An) be a table and QID be a set of quasi-
identifiers that are associated with it. T is said to satisfy k-
anonymity with respect to QID if and only if each sequence
of values in T [QID] appears at least with k occurrences in
T [QID].

Extending the concept of k-anonymity to transaction data,
Motwani et al. [19] proposed that for every transaction in a
data set, there must exist at least k-1 other identical transac-
tions. Let D = { T1, T2, . . . , Tn} , n = |D| , be a transaction
data set that contains n transactions, where each transac-
tion Ti ∈ D consists of a subset of items that are selected
from a given universal item set I = { e1, e2, . . . , ed} , d =
|I |. The assumption was that all items are quasi-identifiers
and the privacy to be preserved was the transaction ID. The
definition of k-anonymity for transaction data is as follows
[19]

Definition 2 (K-anonymity for transaction data) Transac-
tion dataset D is k-anonymous if every transaction Ti ∈ D

has at least k-1 other identical transactions in the transaction
dataset D.

However, for some applications, the privacy to be
preserved might concern the correlation between quasi-
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identifier items and sensitive items that are contained in
certain transactions, similar to QID and sensitive attribute
values in relational data. Therefore, a transaction dataset
can contain two types of items. The sensitive item set is
represented as SI = {s1, . . . , sm} , m = |SI |, SI ⊆ I ,
and the quasi-identifier item set is represented as QID =
{q1, .., qd−m}, QID = I -SI, QID ⊆ I . A transaction
data set can contain two types of transactions: sensitive
transactions that contain sensitive items and non-sensitive
transactions that do not contain sensitive items

As such, we assume that every transaction with SI needs
to be protected and the concept of sensitive k-anonymity
is proposed, in which for every transaction that contains
sensitive items, there must exist at least k-1 other identical
transactions. The definition of sensitive k-anonymity for a
transaction data set can be defined as follows:

Definition 3 (Sensitive k-anonymity for transaction data)
Let D be a transaction data set, D = {T1, T2, . . . , Tn} and
I = {e1, e2, . . . , ed} , d = |I | , with sensitive item set SI =
{e1, .., em} , SI ⊆ I , and quasi-identifier item set QID =
{q1, .., qd−m} , QID = I -SI . D is said to be sensitive k-
anonymous, if for each transaction that contains sensitive
items in D has at least k-1 other identical transactions in D.

Given this definition, the sensitive k-anonymity problem
studied here is to effectively determine the minimal num-
ber of additions and deletions of QIDs and additions of
SIs on a dataset so that the modified dataset is sensitive
k-anonymity.

Definition 4 (Sensitive k-anonymity problem for transac-
tion data) Given a dataset D = {T1, T2, . . . , Tn} , find

the minimum number of QIDs that need to be added to
or deleted from each subsets S1, . . . , Sr to ensure that the
resulting dataset D′ is sensitive k-anonymity.

The sensitive k-anonymity problem is illustrated using an
example.

Example 1 Figure 1 shows an example of sensitive 3-
anonymization. Figure 1a is the original transaction dataset
D = {T1, T2, . . . , T11} , with 3 sensitive transactions ST =
{T1, T2, T3} and 8 non-sensitive transactions QT = D-
ST . For sensitive transaction T1, non-sensitive transactions
{T5, T1, T11} are the top-3 most similar transactions to T1.
In this case, T10 and T11 are the same, and one of them,
e.g. selecting T11, is selected randomly. The minimal oper-
ation required to make them identical is to delete item
e1 from T5, and add item e6 to T5 and T11. In Fig. 1b,
the symbol x represents adding an item, and * represents
deleting an item. For sensitive transaction T2, non-sensitive
transactions {T7, T10} are the top-2 most similar trans-
actions. Non-sensitive transactions {T4, T8} are the top-2
most similar transactions to sensitive transaction T3. The
rest of the non-sensitive transactions, QT ′ = {T6, T9},
remain unchanged. In this example, to achieve sensitive
3-anonymity, 12 additions and 3 deletions of items are
used.

4 Proposed algorithms

To achieve sensitive k-anonymity for transaction data, three
heuristic algorithms that minimize the addition/deletion

Fig. 1 An example of sensitive
3-anoymization  QID SI 

 e1 e2 e3 e4 e5 e6 e7 
T1  1  1  1  
T2 1 1 1    1 
T3   1 1 1 1 1 
T4 1  1 1 1   
T5 1 1  1    
T6  1  1 1   
T7 1  1     
T8    1 1   
T9 1    1   
T10  1  1    

T11  1  1    

 QID SI 
 e1 e2 e3 e4 e5 e6 e7 

T1  1  1  1  
T2 1 1 1    1 
T3   1 1 1 1 1 
T4  1 1 1 x x 

T5 1  1  x  
T6  1  1 1   
T7 1 x 1    x 
T8   x 1 1 x x 
T9 1    1   
T10 x 1 x   x 
T11  1  1  x  

(a) Original dataset (b) Anonymized dataset
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operations on QIDs are proposed. The first algorithm,
Sensitive Transaction Neighbors (STN), uses the Ham-
ming distance to find the most similar k-1 non-sensitive
transactions from QT that achieve sensitive k-anonymity.
The second algorithm, Gray Sort Clustering (GSC), has
two phases; it firstly transfers the transaction represen-
tation to Gray code. It then uses the Hamming distance
to find the most similar k-1 transactions from all trans-
actions to achieve sensitive k-anonymity. The third algo-
rithm, Nearest Neighbors for k-anonymization (K-NN),
uses the Hamming distance to find the most similar k-
1 non-sensitive transactions from QT to achieve sensitive
k-anonymity.

The following notations are used in this work:

D: transaction data set, D = {T1, T2, . . . , Tn}, n = |D|;
I : the set of all items, I = {e1, e2, . . . , ed} , d = |I | ;

SI: sensitive items, SI = {e1, .., em}, m = |SI |, SI ⊆
I ;

QID: all non-sensitive items are called quasi-identifiers,
QID = I − SI ;

ST: the set of transactions containing sensitive items,
where st is a sensitive transaction, and st ∈
ST ;

QT: all non-sensitive transactions, QT =D-ST, where qt
is a non-sensitive transaction, and qt ∈ QT ;

4.1 Sensitive transaction neighbors algorithm

The STN algorithm is a straightforward algorithm and starts
with a sensitive transaction with the fewest sensitive items.
This algorithm searches for the top k-1 similar transactions
from non-sensitive transactions in QT; it uses the Ham-
ming distance to calculate the distance between the selected
sensitive transaction and all non-sensitive transactions. The
distance between st, st ∈ ST , and qt, qt ∈ QT , is as
follows:

H Dist (st, qt) = (stQID XOR qtQID) (1)

where stQID is the QID portion of st and qtQIDis the QID
portion of qt.

This process repeats itself until all sensitive transac-
tions are exhausted. After all sensitive transactions have at
least k-1 non-sensitive transactions, we execute the Flipped
procedure to anonymize a group of k transactions. The
Flipped procedure minimized the addition and deletion
operations on the QID part and only the addition opera-
tions on the SI part to achieve the sensitive k-anonymity.
The details of the proposed algorithms are given as
follows:
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For the first algorithm, STN algorithm, the sensitive
transactions are firstly sorted by the number of sensitive
items they contain. We implement this step using the
DBMS sorting method directly, so its time complexity
is O(|ST|log|ST|) and its space complexity is O(|ST|),
where|ST| is the number of sensitive transactions. The
time complexity of calculating the Hamming distance
is O(|I|) and requires extra space O(1). For each st
that finds k-1 nearestqt transactions, it reduces k-1
transactions from the QT pool. The Flipped procedure
has time complexity O(

|D|
k

∗ k |I |) and space complex-
ity O(1). As such, the time complexity for the STN
algorithm is O(|ST|log|ST|)+(|ST|*|QT|-1/2*(k-1)*|ST|)*
O(|I|)+O(|D|*|I|) and the space complexity is O(|ST|).

For special cases that there are no or not enough non-
sensitive transactions to be anonymized with sensitive
transactions, the un-anonymized sensitive transactions are
merged with then most similar group of already anonymized
transactions. For example, consider example one, if sensi-
tive 5-anonymization is to be achieved, the following steps
will be carried out. For sensitive transaction T1, the top-5
most similar non-sensitive transactions are {T5, T6, T10, T11}
and for the sensitive transaction T3, the top-5 most similar
non-sensitive transactions are {T4, T7, T8, T9} . The simi-
larities of the sensitive transaction T2 are calculated as T1

and T3. Since T3 is more similar, T2 is added into the T3

transaction group.

4.2 Gray Sort clustering algorithm

The basic idea of the GSC algorithm is initially to find
similar groups of transactions based on the similarity of
non-sensitive items possessed in each transaction without
considering the sensitive items. This algorithm basically
performs a transaction permutation that arranges similar
transactions will be arranged closer to each other. After the
groups are formed, the algorithm starts to locate the first
transaction in a group that contains sensitive items. Based
on the position of this transaction, the algorithm starts to
search for αk transactions above and αk transactions below
the current sensitive transaction, where α is a user-defined
parameter. From the 2αk transactions collected, the k-1
transactions that are most similar to. The 2αk transactions
are considered as the candidate transaction pool. It can basi-
cally reduce the computation cost. For larger α, there is
better chance to include more similar transactions, but the
computing time is large. The Flipped procedure is applied to
this group of transactions to achieve sensitive k-anonymity.
The process repeats itself for the next sensitive transaction
located, until all sensitive transactions are exhausted.

The GSC algorithm is composed of two phases. The first
phase is a pre-processing step and transfers the transaction

representation to Gray code representation. The Gray code
is applied to the QID portion of all the transactions and then
sorts on the Gray code as a mean to form similar groups
[5]. The second phase is a clustering phase. Clustering here
refers to the step of finding the top k-1 transactions from
the sorted groups. In this step, it uses the Hamming distance
which is used to measure the similarity of transactions in a
group.

Figure 2a shows the Gray code of the transactions from
Fig. 1a. Figure 2b shows the sorted transactions. Since trans-
action T1 is the first sensitive transaction, it will search for
2αk neighboring transactions and cluster the top k-1 similar
transactions into a group. Based on the principle of mini-
mizing the number of addition and deletion operations, the
group is modified to satisfy sensitive k-anonymity.
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Fig. 2 Gray codes on QID
Binary Form Gray-code

T1 01010 01111

T2 11100 10010

T3 00111 00100

T4 10111 11100

T5 11010 10111

T6 01011 01110

T7 10100 11110

T8 00011 00010

T9 10001 11001

T10 01010 01111

T11 01010 01111

Binary Form Gray-code

T8 00011 00010

T3 00111 00100

T6 01011 01110

T1 01010 01111

T10 01010 01111

T11 01010 01111

T2 11100 10010

T5 11010 10111

T9 10001 11001

T4 10111 11100

T7 10100 11110

(a) Gray code (b) Sorted Gray Code

The time complexity of Gray code transformation and
sorting the Gray code representation is O(|D||QID|) +
O(|D|log|D|) The space complexity for these two steps
is O(|D||QID|). The time complexity for Hamming dis-
tance is O(|QID|) and requires space O(1). For each st,
it calculates Hamming distance with the 2αk candidate
transactions to find the k-1 nearest transactions. So that
the complexity of this process |ST|*[2αk*O(|QID|)]. The
Flipped procedure requires time complexity O(

|D|
k

∗ k|I |)
and space complexity O(1). Accordingly, the time complex-
ity for the GSC algorithm is O(|D||QID|)+O(|D|log|D|)+
|ST|*[2αk*O(|QID|)]+O(|D|*|I |) and the space complex-
ity is O(|D||QID|).

Notice that current implementation of GSC algorithm
requires QID portion to be non-empty, as the Gray code
transformation and sorting are applied to QID portion. In
addition, when candidate non-sensitive transactions are not
enough, the algorithm includes sensitive transactions to
have enough k transaction to be anonymized.

4.3 Nearest neighbors for K-Anonymization algorithm

The Nearest Neighbors for k-anonymization algorithm is
based on the nearest neighbors clustering method to find
the most similar transactions. The basic idea is to ran-
domly select a sensitive transaction and find for the k-1 most
similar transactions from non-sensitive transactions in QT.
This process is repeated until all sensitive transactions are
exhausted. In the implementation herein, the naı̈ve nearest
neighbors approach is used for clustering and the Hamming
distance is used as a metric of similarity. Another similarity
measure, such as Euclidean distance yields similar results.
The proposed K-NN algorithm is given as follows:

The time complexity for the Hamming distance is
O(|QID|) and requires space O(1). For each st, after
finding the k-1 nearest qt transactions, it reduces k-1
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transactions from the QT pool. In the implementation,
the Hamming distance is used and the time complexity
is O(|QT|log|QT|) and space complexity is O(|QT|). The
Flipped procedure requires the time complexity O(

|D|
k

∗
k|I |) and space complexity O(1). As such, the time
complexity for the K-NN algorithm is (|ST|*|QT|-1/2*(k-
1)*|ST|)*O(|QID|)+O(|QT|log|QT|)+O(|D||I |) and the
space complexity is O(|QT|). Notice that when a sensitive
transaction has no (or not enough) non-sensitive transac-
tions, the sensitive transaction is merged with most similar
group of already anonymized transactions.

5 Numerical experiments

To evaluate the performance of each of the proposed algo-
rithms and compare with other approaches, simulations

are performed on subsets of a real world dataset, BMS
WebView I and synthetic datasets that are generated from
IBM Quest Market-Basket Synthetic Data Generator [9].
In the initial experiments, four datasets were used. The first
three datasets are generated from IBM data generator, with
|D1| =5k, |I1| =30, |SI1| =3; |D2| =10k, |I2| =30, |SI2|
=3; |D3| =10k, |I3| =12, |SI3| =2. The fourth dataset is
a subset of BMS WebView 1, from which 30 items were
randomly selected, with |D4| =8376, |I4| =30, and|SI4|
=3. All algorithms were implemented on Microsoft SQL
Server 2000 and ran on an Intel Core i7 2.67GHz PC with
4GB RAM running on Windows 7 operating system. The k

values of anonymity were varied in the range of 3 and 20.
All results are average of six runs.

The experiments were carried out in three phases. In
the first phase, we compared the running time, num-
bers of operation required, and information losses (KL

(a) Synthetic dataset |D1|=5K, |SI1|=3, 

|QID1|=27 

(b) Synthetic dataset |D2|=10K, |SI2|=3, 

|QID2|=27

(c) Synthetic dataset |D3|=10K, |SI3|=2, 

|QID3|=10

(d) Subset of BMS WebView1 |D4|=8376, 

|SI4|=3, |QID4|=27

Fig. 3 Running times on different datasets
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(a) Synthetic dataset |D1|=5K, |SI1|=3, 

|QID1|=27 

(b) Synthetic dataset |D2|=10K, |SI2|=3, 

|QID2|=27 

(c) Synthetic dataset |D3|=10K, |SI3|=2, 

|QID3|=10 

(d) Subset of BMS WebView1 |D4|=8376, 

|SI4|=3, |QID4|=27 

Fig. 4 Numbers of operations on different datasets

divergence) of the three proposed algorithms applied to
three synthetic datasets and the subset of BMS WebView
I dataset. These results are shown in Figs. 3, 4 and 5. In
the second phase, the performance of K-NN approach was
examined using three different ways of selecting sensitive
transactions to identify any differences. These results are
shown in Figs. 6 and 7 for numbers of operations and infor-
mation losses, respectively. In the third phase, the degrees
of privacy achieved using the proposed algorithms are com-
pared with those achieved using the approximation algo-
rithm, Sort APX Cover, for k-anonymity on transaction data
[29] and the GraySort algorithm, applied to transaction data
with only sensitive items [5]. Tables 1, 2, 3 and 4 show the
results.

In the first phase of experiments, three metrics were used
to evaluate the performance of the proposed algorithms: run-
ning time, numbers of addition/deletion operations required,
and the information loss. The information loss is estimated
using, we adopt Kullback and Leibler (KL) divergence for

random variable of binary values. The KL divergence com-
pares the entropy of two probability distribution f (x) and
g(x) on the same random variable x. For a random vari-
able X ={0,1} and two probability distribution f (x) and
g(x). Let f (x =1)= r , f (x =0)=1-r , g(x =1)= s, and
g(x =0)=1-s. The KL divergence is given as follows

KL Divergence(g, f ) = (1 − s) log
1 − s

1 − r
+ s log

s

r
(2)

where KL Divergence(g,f)=0 if and only if f = g, and
0*log(0/x) and 0*log(0/0) are defined by 0. According to
this definition, the original dataset and anonymized dataset
are mapped into two probability distributions for each clus-
ter, respectively. The KL divergence is used to evaluate
the distance between two probability distributions as the
information loss.

In Fig. 3, compares the running times of the three pro-
posed algorithms applied to four different datasets. The
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(a) Synthetic dataset |D1|=5K, |SI1|=3, 

|QID1|=27

(b) Synthetic dataset |D2|=10K, |SI2

|QID2|=27

(c) Synthetic dataset |D3|=10K, |SI3|=2, 

|QID3|=10

(d) Subset of BMS WebView1 |D4|=8376, 

|SI4|=3, |QID4|=27

Fig. 5 KL divergence on different datasets

K-NN algorithm has shortest running time, because the K-
NN algorithm just randomly selects sensitive transactions
and most of the running time is used by the distance mea-
surement. In contrast, the GSC algorithm has to search
for more transactions (larger α), p−αk ≤ p ≤ p+αk, in
order to find enough non-sensitive transactions that are not
used by other sensitive transactions. Increasing α increases
the running time, but also increase the chance to find k-
1 similar non-sensitive transactions, as some transactions
in the 2αk range may have been selected by other sensi-
tive transactions. In the experiments herein, the parameter
α = 2 is selected, as it requires least computing cost and
also has enough candidate transactions to find k-1 non-
sensitive transactions, after some try-and-error tests. For the
STN algorithm, as k increases, the number of non-sensitive
transactions decreases, and the running time is therefore
reduced.

In Fig. 4, we show the total numbers of addi-
tion/deletion operations that are required to achieve sensi-
tive k-anonymity. The GSC and K-NN algorithms have sim-
ilar performance, and require fewer operations than the STN
algorithms. But in the skew dataset, the subset of BMS Web-
View I, the GSC algorithm performs better. In the synthetic
dataset, the K-NN algorithm outperforms the GSC algo-
rithm. However, it can be observed that when k increases,
the number of operations increases for all algorithms.

Figure 5 shows the KL divergence to demonstrate the
information loss of the three proposed algorithms. The GSC
and K-NN algorithms have fewer information losses than the
STN algorithm. This may be due to the fact that GSC and
K-NN algorithm have fewer numbers of addition/deletion
operations than the STN algorithm. However, when applied
to the skewed dataset, the GSC algorithm also has the least
information loss.
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(c) Synthetic dataset |D3|=10K, |SI3|=2, 

|QID3|=10

(d) Subset of BMS WebView1 |D4|=8376, 

|SI4|=3, |QID4|=27

(a) Synthetic dataset |D1|=5K, |SI1|=3, 

|QID1|=27

(b) Synthetic dataset |D2|=10K, |SI2|=3, 

|QID2|=27

Fig. 6 Numbers of operations by different K-NNs

In the second phase of experiments, the performance of
the K-NN algorithm is examined using three different selec-
tion methods for sensitive transactions: random selection,
same selection order as GSC algorithm, and same selection
order as STN algorithm, in order to check if there were dif-
ferences. In Fig. 6, when the K-NN algorithm uses the same
selection order as the GSC algorithm, it requires the fewest
numbers of operations to achieve sensitive k-anonymity for
all datasets. Similarly in Fig. 7, when the same selection
orders as that the GSC algorithm is used, it has the least
information loss. Accordingly, the K-NN algorithm with
the GSC selection order performs better than the other two
selection strategies although the differences between the
three proposed selection strategies are not very significant.

In the third phase of the experiments, the degree of
privacy of achieved using the three proposed algorithms
are compared with those achieved using the GraySort
algorithm [5] and the Sort APX Cover algorithm [29], as
shown in Tables 1, 2, 3, and 4. A novel “privacy value” is

defined which reflects the ratio of modified items over all
possible items, to achieve k-sensitive anonymity For each
sensitive transaction, the proposed algorithms search for a
set of non-sensitive k-1 transactions and form a cluster of
transactions to be anonymized. Let |Ij ’| be the number of
items that are modified in the jth cluster of transactions,
and |I’| be the average number of items that are modified
among all clusters. For example, if the number of clusters

is m, then
∣
∣I ′∣∣ =

m∑

j=1

∣
∣
∣I ′

j

∣
∣
∣

m
. The privacy value is defined as

follows.

Definition 5 (Privacy value) Given a dataset D = { T1, T2,
. . . , Tn} , and its items I = {e1, e2, . . . , ed }. The items
are divided into the sensitive items SI and quasi-identifier
items QID. For each sensitive transaction, form a cluster
of k transactions with k-1 non-sensitive transactions. Let |I|
be the number of all items and |I’| be the average number
of that are items modified among all clusters. The Privacy
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Fig. 7 KL divergence by
different K-NNs

Table 1 Privacy values on different datasets. Synthetic dataset |D1| = 5 K, |SI1| = 3, |QID1| = 27

K = 3 K = 5 K = 7 K = 9 K = 10 K = 15 K = 20

STN 1.28E-07 5.90E-06 6.64E-05 2.36E-04 3.29E-04 4.61E-03 3.27E-02

GSC 2.98E-07 3.57E-06 2.80E-05 1.28E-04 2.27E-04 2.36E-03 2.20E-02

K-NN 3.88E-08 4.31E-07 2.57E-06 1.04E-05 2.05E-05 1.53E-03 5.75E-02

GraySort-only sensitive 5.79E-09 9.81E-09 1.41E-08 1.86E-08 2.09E-08 3.35E-08 4.69E-08

Sort APX Cover 4.05E-08 5.33E-07 6.15E-06 3.19E-05 5.81E-05 8.25E-04 4.96E-03

Table 2 Privacy values on synthetic datasets. Synthetic dataset |D2| = 10 K, |SI2| = 3, |QID2| = 27

K = 3 K = 5 K = 7 K = 9 K = 10 K = 15 K = 20

STN 1.15E-07 2.64E-06 4.11E-05 1.48E-04 2.80E-04 2.37E-03 1.50E-02

GSC 2.94E-07 3.95E-06 2.64E-05 7.20E-05 1.86E-04 1.68E-03 1.05E-02

K-NN 3.88E-08 4.31E-07 2.57E-06 1.04E-05 2.05E-05 1.53E-03 5.75E-02

GraySort-only sensitive 5.77E-09 9.80E-09 1.42E-08 1.87E-08 2.09E-08 3.34E-08 4.65E-08

Sort APX Cover 2.72E-08 2.60E-07 1.80E-06 9.99E-06 1.98E-05 2.85E-04 1.67E-03
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Table 3 Privacy values on synthetic datasets. Synthetic dataset |D3| = 10 K, |SI3| = 2, |QID3| = 10

K = 3 K = 5 K = 7 K = 9 K = 10 K = 15 K = 20

STN 1.70E-03 4.29E-03 1.18E-02 2.86E-02 4.31E-02 1.88E-01 4.79E-01

GSC 1.78E-03 4.23E-03 8.07E-03 1.49E-02 1.88E-02 8.94E-02 2.35E-01

K-NN 1.68E-03 4.11E-03 1.11E-02 2.48E-02 3.69E-02 1.55E-01 5.21E-01

GraySort-only sensitive 1.51E-03 2.55E-03 3.62E-03 4.68E-03 5.25E-03 8.08E-03 1.10E-02

Sort APX Cover 1.95E-03 4.46E-03 8.31E-03 1.40E-02 1.64E-02 4.17E-02 7.71E-02

Table 4 Privacy values on real world datasets. Subset of BMS WebView1 |D4| = 8376, |SI4| = 3, |QID4| = 27

K = 3 K = 5 K = 7 K = 9 K = 10 K = 15 K = 20

STN 5.47E-06 3.57E-04 1.20E-03 1.69E-03 3.92E-03 6.87E-03 1.09E-02

GSC 2.47E-05 1.57E-04 2.03E-04 3.93E-04 3.08E-04 6.92E-04 6.34E-04

K-NN 4.63E-06 4.48E-04 1.37E-03 3.54E-03 3.94E-03 6.06E-03 8.19E-03

GraySort-only sensitive 8.87E-09 1.81E-08 3.12E-08 4.18E-08 4.84E-08 7.65E-08 1.02E-07

Sort APX Cover 4.11E-08 5.59E-06 8.18E-06 1.17E-05 4.25E-06 8.62E-06 2.77E-04

value for sensitive k-anonymity is then defined as follows:

Privacy value = K × 2|I ′|

2|I | (3)

The privacy value defined here depends on k and aver-
age modified items |I ′|. This definition is consistent with
other definition by which k-anonymity privacy is propor-
tional to k. Our definition involves both k and average items
modified.

The three proposed algorithms have higher privacy val-
ues than the Sort APX Cover algorithm and the GraySort
algorithm. In particular, the STN algorithm has the highest
privacy value and the GraySort algorithm has the low-
est privacy values. In short, the proposed algorithms all
have higher privacy values then the Sort APX Cover and
GraySort algorithms.

6 Conclusion

This work proposes a new anonymization concept called the
sensitive k-anonymity of transaction data that contain both
quasi-identifier items and sensitive items. This concept dif-
fers from other concept of the k-anonymity of transaction
data that consider only either quasi-identifier items or sensi-
tive items [4, 5, 19, 29]. The proposed sensitive k-anonymity
only needs to anonymize the sensitive transactions. Accord-
ingly, three approaches STN, GSC, and K-NN, are proposed
to achieve sensitive k-anonymity and numerical experiments

are carried out to compare them in terms of performance.
The results show that the K-NN algorithm with GSC selec-
tion order has overall outperforms the three proposed algo-
rithms. However, if Gray Code conversion in the first phase
of the GSC approach can be reused, then GSC algorithm
requires less running time. Moreover, the privacy values
achieved using the proposed algorithms are compared with
those of other k-anonymity-based algorithms. The results
show that the proposed algorithms achieve higher privacy
values than Sort APX Cover and GraySort algorithms when
applied to both artificial and real-world data sets. In par-
ticular, the STN algorithm shows higher privacy values on
artificial data sets but the K-NN algorithm shows higher pri-
vacy values when applied to real-world data sets. However,
even though then GraySort algorithm shows lower privacy
values, it does so because only sensitive items are modified
and the QID are not affected. The pros and cons, observed
from numerical simulations, of each algorithm provide prac-
tical guidelines for selecting the best suitable anonymization
techniques for different applications. In the future, we will
continue to improve the proposed algorithms to deal more
effectively with synthetic data and real-world data at the
same time, and to provide a better balance between pri-
vacy and data utility. Additionally, to provide higher privacy
protection, we plan to investigate the case in which QID
items generalization hierarchy exists will be studied. The
anonymized dataset may then contain sets of transactions
with different generalized QID items but with same sen-
sitive items. However the data utility must also be further
investigated.
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