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Abstract Data mining technology is used to extract useful
knowledge from very large datasets, but the process of data
collection and data dissemination may result in an inherent threat to privacy. Some sensitive or private information
concerning individuals, businesses and organizations has
to be suppressed before it is shared or published. Privacypreserving data mining (PPDM) has become an important
issue in recent years. In the past, many heuristic approaches
were developed to sanitize databases for the purpose of
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hiding sensitive information in PPDM, but data sanitization of PPDM is considered to be an NP-hard problem. It
is critical to find the balance between privacy protection for
hiding sensitive information and maintaining the discovery
of knowledge, or even reducing artificial knowledge in the
sanitization process. In this paper, a GA-based framework
with two optimization algorithms is proposed for data sanitization. A novel evaluation function with three concerned
factors is designed to find the appropriate transactions to be
deleted in order to hide sensitive itemsets. Experiments are
then conducted to evaluate the performance of the proposed
GA-based algorithms with regard to different factors such as
the execution time, the number of hiding failures, the number of missing itemsets, the number of artificial itemsets,
and database dissimilarity.
Keywords Privacy preserving · Data mining · Genetic
algorithm · Pre-large concept · Evolutionary computation

1 Introduction
With the rapid growth of data mining technologies in recent
years [4, 7, 21, 27], useful information can be easily mined
to aid mangers or decision-makers. Various data mining
techniques are helpful to derive desired information from
many specific requests; the derived knowledge from these
techniques can be classified into association rules [16, 24,
35], sequential patterns [17, 25, 28], classification [18, 23,
29], clustering [22], and utility mining [13, 14], among others. Association-rule mining is the method most commonly
used to determine relationships between purchased items in
large databases.
Traditional data mining techniques analyze databases to
find potential relationships among items. Some applications
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require protection against the disclosure of private, confidential, or secure data, such as social security numbers,
address information, credit card numbers, credit ratings and
customer purchasing behaviors. Such data may implicitly
contain confidential information that will lead to privacy
threats if it is misused. Many heuristic approaches [2, 8, 31,
39] have been proposed to select the appropriate data to sanitize in the original database in order to totally hide sensitive
information. In addition to personal information, the range
of privacy information may be extended to businesses. Some
information shared among companies may be extracted and
analyzed by other partners, which may increase the benefits to the companies but is also a threat to the dissemination
of sensitive data. This has led to increasing concerns about
the privacy of underlying data, and the implicit knowledge
contained within this data. Privacy preserving data mining
(PPDM) [26, 38, 40] was proposed to reduce privacy threats
by hiding sensitive information while allowing the required
information to be mined from databases. When sensitive
information is totally hidden, serious side effects such as
missing costs and artificial costs are produced. The optimal
selective data is considered to be an NP-hard problem in the
data sanitization process [5, 38].
Genetic algorithms (GAs) [15] are able to find optimal solutions using the principles of natural evolution.
In this paper, a novel GA-based framework consisting of
two designed algorithms is proposed to conquer the optimal selective problems of heuristic approaches. A flexible
evaluation function, consisting of three factors with their
adjustable weightings, is designed to determine whether
certain transactions are optimal to be deleted for the purpose of hiding sensitive itemsets. The proposed algorithms
were intended to delete a pre-defined number of transactions for hiding sensitive itemsets. A simple genetic algorithm and pre-large concepts [34, 36] are also considered
to reduce the execution time for rescanning the original
databases for chromosome evaluation, and the number of
populations in the proposed algorithms. A straightforward
approach (Greedy) is designed as a benchmark to evaluate the performance of the two proposed algorithms as a
simple genetic algorithm to delete transactions (sGA2DT),
and a pre-large genetic algorithm to delete transactions
(pGA2DT) with regards to the execution time, the three
side effects (hiding failures, missing itemsets, and artificial itemsets), and database dissimilarity in the experiments.
The contributions of this paper can be concluded as
follows:
1. Most previous PPDM approaches use heuristic methods to sanitize the database by deleting partial items. In
this paper, we propose a GA-based framework to transform the original database for data sanitization with
transaction deletion in PPDM.
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2. We adopt a pre-large concept to reduce the execution
time for rescanning the original database in chromosome evaluation.
3. We design a novel evaluation function to consider the
side effects in PPDM such as hiding failures, missing
costs, and artificial costs. The adjustable weightings are
also considered for the three side effects according to
the users.
4. We pre-calculated and pre-defined the number of
deleted transactions to aid us in minimizing the three
side effects, which is different from previous research
which totally hides sensitive information but produces
the serious side effects of missing costs and artificial
costs.
The remaining sections of this paper are organized as
follows: related works are described in Section 2; preliminary PPDM is stated in Section 3; the proposed GA-based
algorithms are mentioned in Section 4; experimental results
are then shown in Section 5; and the conclusion and future
works are given in Section 6.

2 Review of related works
In this section, studies concerning data sanitization, genetic
algorithms, and the pre-large concept are briefly reviewed.
2.1 Data sanitization
Data mining [21, 27] has been progressively developed to
extract useful rules from large amounts of data. Due to rapid
growth of the Internet and computer techniques, information can be efficiently discovered using various data mining
techniques in different applications. The misuse of these
techniques however, may lead to privacy concerns and security problems [6, 33, 37]. Privacy preserving data mining
(PPDM) has become a critical issue [26, 38] when sanitizing an original database for the purpose of hiding sensitive
information with minimal side effects, in order to keep
the original database as authentic as possible. In the past,
Agrawal and Srikant [26] stated issues related to PPDM and
introduced a quantitative measure to evaluate the utility of
PPDM methods. Lindell [40] suggested hiding confidential information within the union of shared databases among
two parties without revealing any unnecessary information.
Oliveira and Zaiane [32] then proposed the multiple-rule
hiding approach to efficiently hide sensitive itemsets, and
then introduced the performance measures for three side
effects. Three algorithms, called MinFIA, MaxFIA and
IGA, were then used to remove minimal individual items.
Dasseni et al. then proposed a hiding algorithm based on
the hamming-distance approach to reduce the confidence
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or support values of association rules [11]. Three heuristic
hiding approaches were proposed to increase the support
of antecedent parts, to decrease the support of consequent
parts, and to decrease the support of either the antecedent or
the consequent parts, respectively; when the support or the
confidence of sensitive association rules were below userspecific minimum support thresholds, they could be hidden.
Amiri [1] then proposed three heuristic approaches to hide
multiple sensitive rules. The first approach was called the
aggregate approach, which computes the union of the supporting transactions for all sensitive itemsets and removes
the transactions that support the most sensitive and the least
non-sensitive itemsets. The second approach was called
the disaggregate approach, which was aimed at removing
individual items from transactions rather than removing
whole transactions. The third approach, called the hybrid
approach, was a combination of the previous two. It uses
the aggregate approach to identify sensitive transactions and
adopts the disaggregate approach to selectively delete items
from these transactions, until the sensitive knowledge has
been hidden. Other heuristic approaches [12, 19, 39] are
still being developed, and are also for the purpose of hiding
different types of knowledge in PPDM.
The optimal sanitization of databases is regarded to be an
NP-hard problem [5, 38]. Since genetic algorithms (GAs)
[15] are usually used to find the optimal solutions in the
least amount of time, few studies have adopted GAs to find
the optimal solutions for hiding sensitive information. Han
and Ng [30] proposed secure protocols for rule discovery
based on private arbitrarily partitioned data among two parties without compromising their data privacy using a genetic
algorithm. The fitness function was defined to evaluate the
goodness of each decision rule by the true positive rate multiplied by the true negative rate. Dehkordi [20] proposed
three multi-objective methods for hiding sensitive association rules by partially removing the items from the original
database based on GAs. These approaches only take the
number of modified transactions into consideration in order
to hide the sensitive information. However, the side effects
in the evaluation process may cause missing rules and artificial data in the data sanitization process. In this paper,
we propose a GA-based framework to determine how to
delete transactions in order to hide sensitive itemsets with
the consideration of minimal side effects.
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GAs generate the next population by various operations with
each individual in the current population which represent
a set of possible solutions. Three major operations used in
GAs are described below:
1. Crossover: The offspring is generated from two chosen individuals in the population by swapping some
attributes among the two individuals. The offspring
inherits some characteristics from both of the two individuals (parents).
2. Mutation: Mutation: One or several attributes of an
offspring may be randomly changed. The offspring
may possess different characteristics from their parents.
Mutation increases the possibility of achieving global
optimization.
3. Selection: Excellent offspring are chosen for survival
according to predefined rules. This operation keeps the
population size within a fixed amount, and the good offspring have a higher possibility of getting into the next
generation.
The first step to find the optimal solution of GAs is
to define a chromosome to represent a possible solution.
A chromosome is usually stated in a bit string. An initial
population consisting of many chromosomes, also called
individuals, is defined as a set of possible solutions. The
three genetic operations (crossover, mutation, and selection)
are then performed on chromosomes for the next generation. Each chromosome is evaluated by the designed fitness
function to evaluate its goodness. This procedure is recursively performed until the termination criterion is satisfied.
The entire GA process is shown in Fig. 1
2.3 Pre-large concept
Data mining techniques are used to discover useful information intended to aid managers or decision-makers in making

2.2 Genetic algorithms
Holland applied the Darwin theory of natural selection and
survival of the fittest, into the field of dynamic algorithms
and proposed the evolutionary computation of genetic algorithms (GAs) [15]. GAs are a class of search techniques
designed to find a feasible solution in a limited amount of
time. According to the principle of survival of the fittest,

Fig. 1 Flowchart of GAs
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efficient decisions [21, 25, 27]. Most of the current data
mining approaches are used to mine desired information
from a static database [16, 17, 24]. Cheung et al. proposed
FUP [10] and FUP2 [9] concepts to update the discovered
knowledge for transaction insertion and transaction deletion
in dynamic databases; the original database is still required
to be rescanned based on the FUP and FUP2 concepts in
the updating process. Hong et al. then proposed pre-large
itemsets for the purpose of efficiently updating the discovered information without the need to rescan the original
database each time in order to handle transaction insertions
[36] and transaction deletions [34]. A pre-large itemset was
not truly large (frequent), but might easily become large in
the future through the data insertion process. A lower support threshold and an upper support threshold (the same as
the minimum support threshold as in conventional mining
algorithms) are used in both the large and pre-large itemsets. The pre-large itemsets act as a buffer to reduce the
movement of an itemset directly from large to small and
vice versa. When some transactions are deleted from the
databases [34], nine cases are possible, and are shown in
Fig. 2
In association-rule mining, Cases 2, 3, 4, 7 and 8 do not
affect the final frequent itemsets. Case 1 may remove existing frequent itemsets, and cases 5, 6 and 9 may generate new
frequent itemsets. If all large and pre-large itemsets from
the original database are pre-stored, Cases 1, 5 and 6 can
be easily handled. In addition, an itemset in Case 9 cannot
possibly be large for the entire updated database as long as
the number of deleted transactions is a considerably smaller
proportion of the original databases, which can be defined
as [34]:


(Su − Sl ) × d
f≤
,
(1)
Su

where Sl is the lower support threshold, Su is the upper support threshold, and d is the number of transactions in the
databases. If the number of deleted transactions satisfies the
above condition (which is smaller than the safety boundary, f ), an itemset in Case 9 (neither large nor pre-large in
both of the original databases and in the deleted transactions) is absolutely not large in the updated databases, and it
is unnecessary to rescan the original database.

Fig. 2 Nine cases arise as a result of transaction deletion

Fig. 3 The relationship of itemsets before and after the PPDM process

3 Preliminary
Before starting the sanitization process to hide the sensitive itemsets, the frequent itemsets can be firstly extracted
through different data mining techniques. Let I ∈
{i1 , i2 , . . . , in } be the set of items in the database D;
A database D consists of several transactions as D ∈
{t1 , t2 , . . . , tm }, in which each transaction is a set of items. A
minimum support threshold is set at ε. Designate the support
of an item (itemset) as sup(ij ). An item (itemset) is designated as freq(ij ) if it is considered as a large or frequent item
sup(i )
(itemset) as freq(ij ) = |D|j ≥ ε
The purpose of PPDM is to hide sensitive itemsets with
minimal side effects. The relationship of itemsets before
and after the PPDM process can be seen in Fig. 3, where
L represents the large itemsets of D; S represents the sensitive itemsets defined by users that are large; ∼S represents
the non-sensitive itemsets that are large, and L’ is the large
itemsets after some transactions are deleted.
Definition 1 The hiding failure of the sensitive itemsets in
PPDM is defined as α, in which α = S∩ L’.
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The α is the sensitive itemsets which were failed to be
hidden after data sanitization, and should ideally be zero.
The side effect of α can be described in Fig. 4.
Definition 2 The missing itemsets in PPDM is defined as
β, in which β =∼ S - L’ = (L - S) - L’.
A missing itemset is a non-sensitive large itemset in the
original database, but is not mined out from the sanitized
database. The side effect of β is shown in Fig. 5.
Definition 3 The artificial itemsets in PPDM is defined as
γ , in which γ = L’ - L.
The γ represents the set of large itemsets appearing in the
sanitized database but not belonging to the large itemset in
the original database. The side effect of γ is shown in Fig. 6.
Fig. 5 The set of missing itemsets that were arisen after sanitization

4 Proposed GA-based algorithms
In this paper, a GA-based framework of sGA2DT and
pGA2DT algorithms is proposed to find the appropriate
transactions to be deleted for hiding sensitive itemsets. The
sensitive itemsets to be hidden are defined below.

threshold, in which each transaction to be deleted must contain any of the sensitive itemsets in HS. The definition is
given below.

Definition 4 Suppose a set of HS consist of the
amounts of sensitive itemsets to be hidden, the H S =
{si1 , si2 , . . . , sik }.
In the proposed algorithms for hiding the sensitive itemsets through transaction deletion, the support count of a
sensitive itemset must be below the minimum support

Fig. 4 The set of sensitive itemsets that were failed to be hidden

Fig. 6 The set of arisen artificial itemsets
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Definition 5 Suppose an original database D = {T1 ,
T2 , . . . , Tn }, a database D’ is projected from D, in which
each Tj in D’ must consists any of the sensitive itemsets
in HS.
In GAs, a chromosome corresponds to a possible feasible
solution. To show the efficiency of the proposed algorithms
among the three side effects based on GAs, the m appropriate transactions is set as the transactions to be deleted for
hiding sensitive itemsets, which is defined below.
Definition 6 The m number of deleted transactions can
be calculated by the summation of the count difference
between the sensitive itemsets and the minimum support
count as:
m=

k
j =1

(f req(sij ) − (ε × |D|) + 1).

Definition 7 A chromosome ci is a set of m gens, in which
each m is represented as a transaction Tj , Tj ∈D’ or null.
GAs need to set fitness functions to evaluate the goodness of chromosomes. A flexible evaluation function with
three factors is designed, and different weightings may be
assigned to them depending on the users. The designed
fitness function is defined below.
Definition 8 A fitness function to evaluate the goodness of
a chromosome ci is defined as:
f itness(ci ) = w1 × α + w2 × β + w3 × γ ,
where w1 , w2 and w3 are the weighting parameters. The
α, β, and γ are the hiding failure, missing cost, and artificial
cost.
Details of the first proposed simple genetic algorithm
to delete transaction (sGA2DT) are described as follows.
The sGA2DT algorithm adopts a simple genetic algorithm
to hide sensitive itemsets by transaction deletion. First, the
data mining technique to derive the frequent itemsets is executed in line 1. Transactions containing any of the sensitive
itemsets are projected in lines 2 to 6. The number of p chromosomes (individuals) are then generated with m genes in
lines 7 to 10. Note that a gene is represented as a transaction ID (TID) from the projected database D for transaction
deletion, thus enabling the hiding of the sensitive itemsets.
Each chromosome is then evaluated by the designed fitness
function to consider three side effects together for optimization in line 11. One point crossover and mutation are
performed in lines 12 and 13. The top-half chromosomes

from fitness(ci ).desc selected and merged to the randomly
generated p2 of cj for the next generation if the termination
criteria is not satisfied in lines 14 to 22. In the sGA2DT
algorithm, the fitness evaluation is required to rescan the
original database to discover the number of side effects
of missing itemsets and artificial itemsets. The pre-large
genetic algorithm to delete transaction (pGA2DT) adopts
the pre-large concept to easily evaluate the fitness function without rescanning the original database to calculate
the side effects of missing itemsets and artificial itemsets at
each evaluation. The pre-large itemsets (PL) act like buffers
and are used to reduce the movement of itemsets directly
from large to small and vice versa when transactions are
deleted. Details of the proposed pGA2DT are described
below.
The pGA2DT algorithm processes in a similar way to
the sGA2DT algorithm. However, the pre-large itemsets
are generated (in line 2) to reduce the rescanning time
of the original database in the evaluation process (in line
12), which can reduce the execution time of calculating the
goodness of the chromosomes.

5 Evaluation
Experiments are conducted to show the performance of the
proposed sGA2DT and pGA2DT algorithms, which are performed on a Pentium IV processor at 2GHz with 512M of
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Table 1 Parameters
# of generation

Population size

Mutation rate

Crossover rate

1000

40

0.01

0.9

databases are used to evaluate the performance of the proposed algorithms in terms of the execution time, the number
of side effects, and the database dissimilarity. Both the
BMSWebview-1 and BMSWebview-2 are the clickstream
sequences over several months from e-commerce, which
can be considered as the suitable databases to hide sensitive information in our designed framework. The mushroom database is a real-world database corresponding to
23 species of gilled mushrooms, which is used as the
contrast between the BMSWebview-1 and BMSWebview2 databases. Parameters of the designed sGA2DT and
pGA2DT are shown in Table 1. Both of the designed
algorithms are executed three times. The results’ average
measurements are then shown. The weightings for three side
effects α, β, and γ are set at 0.5, 0.25, and 0.25, which are
adjustable by users. The results are the average of the three
measured times. The details of the three databases used in
the experiments are shown in Table 2.
5.1 Execution time

RAM running on the Mandriva platform. It scans the transactions from top down to directly project the transactions
within any of sensitive itemsets. The projected transactions
are then randomly selected for deletion, which indicates that
the selected transactions are different at each iteration. Since
in the proposed algorithms the number of deleted transactions for hiding the sensitive itemsets are already defined,
the termination of the Greedy algorithm is set the same as
the pre-defined number for transaction deletion. The mushroom [3], BMSWebview-1 [41], and BMSWebview-2 [41]

The execution time obtained from the two proposed algorithms and the Greedy approach are then compared at
various sensitivity percentages of the sensitive itemsets for
the three databases. The results are shown in Figs. 7, 8 and
9. The Su is initially set at 1.5 %. According to pre-defined
number of transactions to be deleted (the size of chromosome) in the original database, the Sl is easily retrieved
when deriving the pre-large itemsets, which speeds up the
execution time of the pGA2DT algorithm.
From Figs. 7, 8 and 9, the straightforward Greedy
approach has the best performance in execution time since
it does not consider any of the side effects to directly delete
the transactions. The proposed pGA2DT can reduce the
execution time compared to the proposed sGA2DT algorithm since the pGA2DT algorithm is not required to rescan
the original database to evaluate fitness at each iteration.

Table 2 Three databases
Database

Transactions

Items

Avg of transactions

mushroom
BMSWebview-1
BMSWebview-2

8,124
59,602
77,512

119
497
3,340

23
2.5
5

The GA-based algorithms for optimizing hiding sensitive itemsets
Fig. 7 Comparisons of
execution time at various
sensitivity percentages for the
mushroom database
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Mushroom (Su=1.5%)

160
Greedy

pGA2DT

sGA2DT

Execution time (s/each generation)

140

120

100

80

60

40

20

0
5(m=250)

For these three databases, there is a significant difference of execution time among the three algorithms under
different percentages of FIs based on two-way ANOVA
analysis (F=10.125, P=0.012<0.05 in Fig. 7; F=18.435,
P<0.05 in Fig. 8; and F=19.801, P=0.002<0.05 in Fig. 9).
The designed pGA2DT algorithm outperforms the designed
sGA2DT algorithm, and the results of pGA2DT algorithm are similar to the results of Greedy algorithm since
there is no significant difference between them (P>0.05).

Fig. 8 Comparisons of
execution time at various
sensitivity percentages for the
BMSWebview-1 database

10(m=600)
15(m=1400)
Sensitive percentage of FIs (%)

20(m=1900)

Experiments are then conducted to show the execution time
of the Greedy approach and the proposed algorithms at
various minimum support thresholds. The results are then
shown in Figs. 10, 11 and 12.
From Figs. 10, 11 and 12, we can see that the Greedy
approach has the best performance of execution time at various minimum support thresholds. The proposed sGA2DT
algorithm still has the worst performance in execution
time since it is required to rescan the original database

BMSWebview−1 (Su=1.5%)
80
Greedy

pGA2DT

sGA2DT

Execution time (s/each generation)

70

60

50

40

30

20

10

0
5(m=300)

10(m=700)
15(m=900)
Sensitive percentage of FIs (%)

20(m=1600)
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Fig. 9 Comparisons of
execution time at various
sensitivity percentages for the
BMSWebview-2 database

BMSWebview−2 (Su=1.5%)
70
Greedy

pGA2DT

sGA2DT

Execution time (s/each generation)

60

50

40

30

20

10

0
5(m=140)

to evaluate the goodness of fitness at each iteration. For
these three databases, there is an extremely significant
difference of execution time among the three algorithms
under different minimum support thresholds based on twoway ANOVA analysis (F=533785.148, P<0.001 in Fig.
10; F=153.851, P<0.001 in Fig. 11; and F=1253.805,
P=0.001 in Fig. 12). The designed pGA2DT algorithm
outperforms the designed sGA2DT algorithm, and the performance of the pGA2DT algorithm is nearly the same as

Fig. 10 Comparisons of
execution time at various
minimum support thresholds for
the mushroom database

20(m=560)

15(m=430)
10(m=330)
Sensitive percentage of FIs (%)

the Greedy algorithm (P>0.05). From the observed results,
it can be concluded that the robustness of execution time
for the proposed pGA2DT algorithm is better than the
proposed sGA2DT algorithm. The side effects of hiding
failures, missing costs, and the artificial costs are evaluated
to show the performance of the proposed algorithms. The
dissimilarity between the original database and the sanitized
database is also compared. The descriptions are given as
follows.

Mushroom (m=300, 5% sensitivity)
80
Greedy

pGA2DT

sGA2DT

Execution time (s/each generation)

70

60

50

40

30

20

10

0
1.5

1.55
1.6
Minimum support threshold (%)

1.65
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Fig. 11 Comparisons of
execution time at various
minimum support thresholds for
the BMSWebview-1 database
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BMSWebview−1 (m=300, 5% sensitivity)

45
Greedy

pGA2DT

sGA2DT

Execution time (s/each generation)

40

35

30

25

20

15

10
1.5

5.2 Hiding failure (HF)
The hiding failure is the one of the side effects to evaluate whether the sensitive information has been successfully
hidden before and after the sanitization process, which can
be calculated as:
HF =

H S(D ∗ )
,
H S(D)

(2)

where HS(D ∗ ) is the number of sensitive itemsets after the
sanitization process and the HS HS(D is the number of

Fig. 12 Comparisons of
execution time at various
minimum support thresholds for
the BMSWebview-2 database

70

1.65

1.6
1.55
Minimum support threshold (%)

sensitive itemsets before the sanitization process. The hiding failures obtained from the two proposed algorithms and
the Greedy approach are then compared at various sensitivity percentages of the sensitive itemsets for all three
databases with Su (= 1.5 %). The results are then shown in
Figs. 13, 14 and 15.
From Figs. 13, 14 and 15, the Greedy approach has
the worst performance for hiding sensitive itemsets of the
three databases; the pGA2DT algorithm generally has the
better performance for hiding sensitive itemsets. The two
proposed algorithms achieved better performance in the
BMSWebview-2 database than the Greedy approach. For

BMSWebview−2 (m=300, 5% sensitivity)
Greedy

pGA2DT

sGA2DT

Execution time (s/each generation)

60

50

40

30

20

10

0
1.5

1.55
1.6
Minimum support threshold (%)

1.65
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Fig. 13 Comparisons of hiding
failure at various sensitivity
percentages of the frequent
itemsets for the mushroom
database

Mushroom (Su=1.5%)
0.7
Greedy

sGA2DT

pGA2DT

0.6

Hiding failure

0.5

0.4

0.3

0.2

0.1

0

5(m=200)

the mushroom database, although there is no significant difference of hiding failures among the three algorithms under
different percentages of FIs based on two-way ANOVA
analysis (P=0.068 in Fig. 13, the pGA2DT algorithm has
fewer hiding failures compared to the other two algorithms.
For the BMSWebview-1 and BMSWebview-2 databases,
the number of hiding failures for sGA2DT and pGA2DT
algorithms is fewer than the Greedy algorithm (F=12.061,
P=0.008 in Fig. 14; F=73.006, P<0.001 in Fig. 15, and the
sGA2DT algorithm has exactly the same results compared
to the pGA2DT algorithm. The pGA2DT algorithm has

Fig. 14 Comparisons of hiding
failure at various sensitivity
percentages of the frequent
itemsets for the BMSWebview-1
database

10(m=600)
15(m=1400)
Sensitive percentage of FIs (%)

20(m=1900)

the best performance, but the sGA2DT algorithm still outperforms the Greedy algorithm. Experiments are then conducted to show the performance of hiding failures obtained
in the Greedy approach and the proposed algorithms at
various minimum support thresholds. The results are then
shown in Figs. 16, 17 and 18.
From Figs. 16, 17 and 18, it is easily found that the
pGA2DT generally has the best performance of hiding failures at various minimum support thresholds for the three
databases, and is better than the proposed pGA2DT algorithm. Both of the proposed algorithms are better than the

BMSWebview−1 (Su=1.5%)
Greedy

sGA2DT

pGA2DT

1

Hiding failure

0.8

0.6

0.4

0.2

0

5(m=300)

15(m=900)
10(m=700)
Sensitive percentage of FIs (%)

20(m=1600)
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Fig. 15 Comparisons of hiding
failure at various sensitivity
percentages of the frequent
itemsets for the BMSWebview-2
database
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BMSWebview−2 (Su=1.5%)
Greedy

sGA2DT

pGA2DT

1

Hiding failure

0.8

0.6

0.4

0.2

0

5(m=140)

Greedy approach in most cases at various minimum support
thresholds for the three databases. For the mushroom and
BMSWebview-2 databases, the amount of hiding failures
for the sGA2DT and pGA2DT algorithms under different
minimum support thresholds is less than the Greedy algorithm (F=18.948, P=0.003 in Fig. 16; F=54.6, P<0.001 in
Fig. 18. For the mushroom database, the pGA2DT algorithm
has fewer hiding failures from 1.55 to 1.65 of minimum support thresholds than the sGA2DT algorithm (Fig. 16). For
the BMSWebview-2 database, the sGA2DT and pGA2DT
algorithms have exactly the same number of hiding failures

Fig. 16 Comparisons of hiding
failure at various minimum
support thresholds for the
mushroom database

10(m=330)
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Sensitive percentage of FIs (%)

20(m=560)

(Fig. 18). For the BMSWebview-1 database, although there
is no significant difference in hiding failures among the
three algorithms under different minimum support thresholds, based on two-way ANOVA analysis (P=0.308 in
Fig. 17), the pGA2DT algorithm has fewer hiding failures
from 1.55 to 1.65 of minimum support thresholds, except
when 1.5 is compared to the other two algorithms. From the
observed results, it can be concluded that the robustness of
hiding failures for the pGA2DT and sGA2DT algorithms is
better than the Greedy algorithm. The pGA2DT algorithm
has better performance than the sGA2DT algorithm.
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Fig. 17 Comparisons of hiding
failure at various minimum
support thresholds for the
BMSWebview-1 database
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5.3 Missing Cost (MC)
The side effect of missing costs is evaluated to show the performance of the proposed approaches, which is calculated
as:
MC =

|F S(D) − |F S(D ∗ )|
,
|F S(D)|

(3)

where |F S(D)| is the number of frequent itemsets before
data sanitization, and |F S(D ∗ )| is the number of frequent

Fig. 18 Comparisons of hiding
failure at various minimum
support thresholds for the
BMSWebview-2 database

1.55
1.6
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1.65

itemsets after data sanitization. Note that even sensitive
itemsets are frequent itemsets but are not considered here
when calculating the missing costs. The missing costs is
obtained by the two proposed algorithms and the Greedy
approach, and are then compared at various sensitivity percentages of the sensitive itemsets for the three databases
with Su (= 1.5 %).The missing costs obtained by the proposed algorithms and the Greedy approach is zero for the
mushroom database since the mushroom database is too
small for data sanitization. All sensitive itemsets can thus
be successfully hidden without any missing costs in the
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Fig. 19 Comparisons of
missing cost at various
sensitivity percentages of
frequent itemsets for the
BMSWebview-1 database
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mushroom database. The results for the other two databases
are then shown in Figs. 19 and 20.
In the experiments of the proposed algorithms,
the weight of hiding failures is set at 0.5, which is higher
than the missing costs and artificial costs. Since it is a
trade-off relationship between hiding failures and missing
costs for transaction deletion, the Greedy approach outperforms the proposed algorithms for the BMSWebview-1
and BMSWebview-2 databases but only by a small
percentage. Experiments are then conducted to show the
performance of missing costs obtained the Greedy approach

Fig. 20 Comparisons of
missing cost at various
sensitivity percentages of
frequent itemsets for the
BMSWebview-2 database

10(m=700)
15(m=900)
Sensitive percentage of FIs (%)

20(m=1600)

and the proposed algorithms at various minimum support
thresholds for the three databases. Again, the missing
costs obtained is zero for the proposed algorithms and
the Greedy approach for the mushroom database. For the
BMSWebview-1 database, there is no significant difference
of missing costs among the three algorithms under different
percentages of FIs based on two-way ANOVA analysis
(P=0.244 in Fig. 19). For the BMSWebview-2 database, the
missing costs for sGA2DT and pGA2DT algorithms under
different percentages of FIs is much higher than Greedy
algorithm (F=22.306, P=0.002 in Fig. 20). The results for

BMSWebview−2 (Su=1.5%)
Greedy

sGA2DT

pGA2DT

0.1
0.09
0.08

Missing cost

0.07
0.06
0.05
0.04
0.03
0.02
0.01
0

5(m=140)

15(m=430)
10(m=330)
Sensitive percentage of FIs (%)

20(m=560)

224

C.-W. Lin et al.

Fig. 21 Comparisons of
missing cost at various
minimum support thresholds for
the BMSWebview-1 database
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the other two databases under different minimum support
thresholds are then shown in Figs. 21 and 22.
From Fig. 21, we see that the proposed pGA2DT
algorithm has no missing costs for the BMSWebview-1
database. The Greedy approach slightly outperforms the
proposed algorithms in the BMSWebview-2, but the proposed algorithms still achieve good performance at the
1.5 % and 1.6 % minimum support thresholds. In the experimental process, we have also found that the missing costs
of the Greedy approach is a little better than the proposed
algorithms at 1.65 % minimum support threshold. In both

Fig. 22 Comparisons of
missing cost at various
minimum support thresholds for
the BMSWebview-2 database

1.55
1.6
Minimum support threshold (%)

1.65

the BMSWebview-1 and BMSWebview-2 databases there
is no significant difference of missing costs among the
three algorithms under different minimum support thresholds based on two-way ANOVA analysis (P=0.244 in Fig.
21; P=0.667 in Fig. 22). From the observed results, it can
be concluded that the robustness of missing costs for the
pGA2DT and sGA2DT algorithms have the same performance when compared to the Greedy algorithm in Figs. 19,
21 and 22. In Fig. 20, it can be observed that the Greedy
algorithm has better performance than the proposed two
algorithms.
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Fig. 23 Comparisons of
dissimilarity at various
sensitivity percentages of
frequent itemsets for the
mushroom database
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5.4 Artificial Cost (AC)
The side effect of artificial cost is also evaluated to show the
performance of the proposed algorithms, which is calculated
as:
AC =

|F S(D ∗ )| − |F S(D ∗ ) ∩ F S(D)|
.
|F S(D ∗ )|

20(m=1900)

15(m=1400)
10(m=600)
Sensitive percentage of FIs (%)

not found. When comparing the Greedy approach in the
experiments, the deleted transactions have a shorter length
with lower support items so there is no artificial cost result.
For the proposed algorithms, unlike the Greedy approach,
the artificial cost is considered as a factor in the evaluation
process which avoids the side effects of artificial costs.

(4)
5.5 Dissimilarity (Dis)

In the three databases using the Greedy approach and
the two proposed algorithms, whether in various sensitivity
percentages of the frequent itemsets and various minimum
support thresholds, any side effects of artificial costs were

Fig. 24 Comparisons of
dissimilarity at various
sensitivity percentages of
frequent itemsets for the
BMSWebview-1 database

Instead of evaluating the general side effects of hiding failures, missing costs, and artificial costs, the dissimilarity
between the original database and the sanitized database is
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Fig. 25 Comparisons of
dissimilarity at various
sensitivity percentages of
frequent itemsets for the
BMSWebview-2 database
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also an important factor to evaluate the performance of the
proposed algorithms, which is calculated as:
 
∗
| ni=1 m
j =1 (Dij − Dij )|
n m
Dis =
,
(5)
| i=1 j =1 Dij |
where Dij is the m-th items in n-th transaction in the
database D. The dissimilarities obtained in the two proposed
algorithms and the Greedy approach are then compared at
various sensitivity percentages of the sensitive itemsets for
the three databases. The results are shown in Figs. 23, 24
and 25.

Fig. 26 Comparisons of
dissimilarity at various
sensitivity percentages of
frequent itemsets for the
mushroom database

20(m=560)
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10(m=330)
Sensitive percentage of FIs (%)

From Figs. 23, 24 and 25, the dissimilarities between the
proposed algorithms and the Greedy approach are nearly
similar for the mushroom and BMSWebview-1 databases.
Since the BMSWebview-2 database contains more transactions to be selected for hiding sensitive itemsets in the
sanitization process, the proposed pGA2DT algorithm can
have more opportunities to select the optimal transactions
for sanitization. Experiments are then conducted to show
the performance of dissimilarities obtained by the Greedy
approach and the two proposed algorithms at various minimum support thresholds for the three databases. The results
are shown in Figs. 26, 27 and 28. For the three databases,

Mushroom (m=300, 5% sensitivity)
0.109
Greedy

pGA2DT

sGA2DT

0.108
0.107

Dissimilarity

0.106
0.105
0.104
0.103
0.102
0.101
0.1
0.099
1.5

1.55
1.6
Minimum support threshold (%)

1.65

The GA-based algorithms for optimizing hiding sensitive itemsets
Fig. 27 Comparisons of
dissimilarity at various
sensitivity percentages of
frequent itemsets for the
BMSWebview-1 database
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there is no significant difference of dissimilarities among
the three algorithms under different percentages of FIs
based on two-way ANOVA analysis (P=0.535 in Fig. 23;
P=0.294 in Fig. 24; P=0.22 in Fig. 25).
From Figs. 26, 27 and 28, the Greedy approach slightly
outperforms the two proposed algorithms when the minimum support is set higher. The Greedy approach generally has worst performance for the mushroom and
BMSWebview-1 databases at the lower minimum support
thresholds, when compared to the two proposed algorithms.
For the mushroom and BMSWebview-1 databases, there
is no significant difference of dissimilarities among the

Fig. 28 Comparisons of
dissimilarity at various
sensitivity percentages of
frequent itemsets for the
BMSWebview-2 database

1.65
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three algorithms under different minimum support thresholds based on two-way ANOVA analysis (P=0.297 in
Fig. 26; P=0.894 in Fig. 27). For the BMSWebview-2
database, the Greedy approach has better performance than
the sGA2DT and pGA2DT algorithms (F=6.407, P=0.032
in Fig. 28). From the observed results, it can be concluded that the robustness of dissimilarity for the pGA2DT
and sGA2DT algorithms have the same performance when
compared to other Greedy algorithm in Figs. 23, 24, 25,
26 and 27. The Greedy algorithm only has better performance when compared to the two proposed algorithms
in Fig. 28.
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In summarizing the above experiments, it may be concluded that the proposed pGA2DT algorithm generally has
good performance in execution time, hiding failures, missing costs, and artificial costs, but the dissimilarity between
databases needs improvement for the larger database. The
proposed pGA2DT algorithm outperforms the proposed
sGA2DT algorithm in the above evaluation criteria. The
benchmark straightforward Greedy approach has good performance in execution time since it does not consider any of
the side effects to evaluate transactions for hiding the sensitive itemsets, but has a lower performance due to these
side effects. The dissimilarity of the database in the Greedy
approach has good performance since it is randomly executed to delete transactions, and those transactions may
contain fewer itemsets without optimal selection for hiding
sensitive itemsets, which also can be seen from Figs. 13, 14,
15, 16, 17 and 18.

6 Conclusion and future works
In this paper, two GA-based sGA2DT and pGA2DT algorithms are designed to hide the sensitive itemsets through
transaction deletion. A flexible fitness function is also
designed to consider the general side effects of hiding failures, missing costs, and the artificial costs to determine
the goodness of the chromosomes, which also can achieve
the trade-off through adjustable weighting. The pre-large
concept is adopted in the proposed algorithms to speed up
the execution time of rescanning the original database and
also reducing the population size. From the experimental
results, it can be concluded that the proposed pGA2DT and
sGA2DT algorithms outperform than the Greedy approach
in most cases.
The number of transactions to be deleted was precalculated and pre-defined to hide sensitive itemsets in
this paper. In the future, it will be necessary to design an
approach to dynamically decide the number of deleted transactions by considering not only the support values of the
sensitive itemsets but other factors. The issues for hiding
sensitive itemsets through item deletion can also be considered to reduce the dissimilarity of the database using the
GA-based approach. Additionally, the confidential intervalbased approaches can be used to precisely measure the
number of runs of the GA-based approach, which will be
also discussed and compared in the future works.
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